
Abuse Incident Report
Incident #6712 · generated 2026-10-10 12:51 UTC

#6712 UDP Flood
203.0.113.48 (203.0.113.48) · ams-vf-01 · Lattice Robotics

Critical Resolved Restored

Between 17:54 and 18:01 UTC on 2026-10-08, 203.0.113.48 (203.0.113.48) on ams-vf-01 
reached 22k pkt/s (udp flood, measured as outbound udp packets per second). The traffic 
went to 192.0.2.78 port 123. It was measured 7 times over 7 minutes. These actions were taken 
under the provider's rules: Rate Limit at 17:55, Open Support Ticket at 17:55.
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2
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DETAILS

Behaviour UDP Flood, measured as outbound udp packets per second

VM 203.0.113.48 (ID 1e08a9d2-7b9a-4c71-93ae-58ffd019b492)

Addresses 203.0.113.48

Customer Lattice Robotics (billing ref 1299)

Server ams-vf-01

First seen 2026-10-08 17:54:19 UTC

Last seen 2026-10-08 18:01:15 UTC

Detection score 87 / 100 · Critical

Rules version 7

WHERE THE TRAFFIC WENT

192.0.2.78:123 18k · 100%
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WHAT WAS DONE

Rate Limit 17:55 UTC by the sensor on the server, lifted after 21 min

Open Support Ticket 17:55 UTC through Northwind Support, ticket #48278

FULL LOG · 14 ENTRIES
17:54:19  sensor      Medium    UDP Flood · 15k pkt/s · 1 destination
17:54:19  sensor      Detected at Medium on vnet4
17:55:16  sensor      High      UDP Flood · 5.8k pkt/s · 1 destination
17:55:16  sensor      Escalated from Medium to High
17:55:16  sensor      Rate Limit applied until 18:25 UTC
17:55:24  automatic   Open Support Ticket applied through Northwind Support (ticket #48278)
17:56:54  sensor      High      UDP Flood · 4.3k pkt/s · 1 destination
17:58:21  sensor      Critical  UDP Flood · 22k pkt/s · 1 destination
17:58:21  sensor      Escalated from High to Critical
17:59:30  sensor      Critical  UDP Flood · 19k pkt/s · 1 destination
18:00:57  sensor      Critical  UDP Flood · 13k pkt/s · 1 destination
18:01:15  sensor      Quiet: no abuse measured for the recovery period
18:16:15  sensor      Quiet for the recovery period: incident cleared
18:16:15  sensor      Rate Limit lifted: incident cleared
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